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Ⅰ Introduction
Ubiquitous Information Society in 2010

Network

There are not only good points but also bad points 

in the ubiquitous Information Society
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Aim of POL (Policy and Ethics)-ST 

１ To prescribe privacy guidelines from view point 
of human and social sciences in order clarify 
fundamental requirements that system of 
ubiquitous computing should meet

２ To examine legislation or ethical frameworks
that will be necessary in future ubiquitous 
information society 

Interdisciplinary Approach



5

Ⅱ Privacy Consciousness

1  Social Investigations

In 2002: “Research on the Consciousness of 
Users in the Information Society”

In 2003: Group Interview for Users

2  Out come of Social Investigations

Many Japanese have anxiety for the  
appearance of the leaking of personal information, 
surveillance socialization, and new crimes.
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What is privacy right?

Now “self-information control theory” becomes 
most influential opinion in the world and Japan.

The Right to

Be Let Alone

The Right to

Be Let Alone

The Right to 

Control Self-

Information

The Right to 

Control Self-

Information

Development of

Computers

and Network

Alain WestinWarren and Brandeis

Passive Right Positive Right

Ⅲ Privacy Right
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Ⅳ Privacy Guidelines

①Collection Limitation Principle
Any personal data should be obtained by lawful and fair   

means and, where appropriate, with the knowledge or   

consent of the data subject.

②Data Quality Principle
Personal data should be accurate, complete and kept   

up-to-date.

③Purpose Specification Principle
The purposes for which personal data are collected 

should be specified.

1  ”OECD Guidelines on the Protection of Privacy   

and  Transborder Flows of Personal Data” (1980)



8

④Use Limitation Principle

Personal data should not be used for purposes other 
than those specified.

⑤Security Safeguards Principle
Personal data should be protected by reasonable 

security safeguards.

⑥Openness Principle
There should be a policy of openness about personal 

data, and the main purposes of their use, and the identity 
and residence of the data controller. 

⑦Individual Participation Principle
An individual should have the right to obtain from a data 

controller confirmation of whether or not the data 
controller has data, to have the data erased, rectified, 
completed or amended.

⑧Accountability Principle
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（1）RFID (Wireless IC Tag)

http://www.hitachi.co.jp/New/cnews/030902a.html

http://rfid.toppan-f.co.jp/products/hi_

icreader.html

RFID Tag

RFID

Reader/Writer

Privacy issues caused by RFID

The Action might be pursued or the possession might be

known when a third party illegally read data.

2 Guidelines of Selected Systems
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Privacy Guidelines for RFID

①Collection Limitation It is desirable to collect data with 
consent of the data subject. But it is difficult to realize 
this by current RFID system.

（a）Consumer Choice
Consumer should have the right of choice to remove 

RFID tag from products or deactivate. Before consumer

purchase products, they should be given explanation or

notice how to deactivate RFID tags. 

（b）Consumer Notice
Consumer should be given explanation or notice about

the presence of RFID tag in product, the nature of RFID

tag, and the content of information.

＊ See EPCglobal, Guidelines on EPC for Consumer Products etc
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②Data Quality
The data should be accurate, complete and kept up-to-date. 

③Purpose Specification
The purposes for which data in RFID tag are collected should be 

specified. 

④Use Limitation
The data acquired from RFID tag should not be used for purposes 

other than those specified. 

⑤Security Safeguards
The data acquired from RFID tag should be protected by reasonable 

security safeguards.

⑥Openness 
Privacy policy handling personal data should be disclosed. The 

name and contact address of the responsible person should be  
displayed. 

⑦Individual Participation
An individual should have the right to have the data disclosed, 

erased, or amended.
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（２）Sensor Network

Sensors will be installed everywhere and connected by network. The

privacy problem will be caused because the user is perceived what,

when, and where to be being done 

Hideyuki Tokuda：The Future of Computing for anytime, anywhere, and anyone
http://gc.sfc.keio.ac.jp/class/2003_gc00001/slides/15/index_31.html
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Privacy Guidelines for Sensor Network

①Collection Limitation

(a) When sensor network is installed in private space, 
personal data should be obtained with consent of the 
data subject. (b) When sensor network is installed in 
public space, existence of sensor network should be 
displayed in the place that is easy to be looked at.

②Data Quality
The data acquired from the sensor network should be 
preserved as it is 

③Purpose Specification
The purposes for which personal data are collected by 
sensor network should be specified not later than at the 
time of data collection. 
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④Use Limitation

The data acquired from the sensor network should not 
be used for purposes other than those specified. 

⑤Security Safeguards
Security measures such as access control, firewall, 

encryption should be taken to prevent unauthorized 
computer access and the leak of the acquired data, etc. 

⑥Openness
Privacy policy handling personal data should be   

disclosed. The name and contact address of the 
responsible person should be displayed. 

⑦Individual Participation
An individual should have the right to have the data 

disclosed, erased, or amended.
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（3）Video Camera

①Collection Limitation
(a) When video camera is installed in private space, 

personal data should be obtained with consent of the 

data subject. (b) When video camera is installed in 

public space, existence of video camera should be 

displayed in the place that is easy to be looked at.

②Data Quality
The responsible person of the video camera should 

have an image when taking a picture preserved as it is.

③Purpose Specification
The video camera should be set so that only an image 

which is necessary for the clarified purpose is taken.
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④Use Limitation
The image should not be used for purposes other than 

those specified, for example the image taked for the 
purpose of providing services should not be used for crime 
prevention.

⑤Security Safeguards Principle
The image can be seen by a person who has authority. 

The image should be protected by security safeguards. 

⑥Openness 
The name and contact address of the responsible person 

should be displayed.

⑦Individual Participation
An individual should have the right to have the image 

disclosed, erased, or amended.
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１ Privacy Profile   

Negotiation Protocol 

(PPNP)
In future, users move with 

their own attributes kept in 
mobile devices. Such 
attributes include Name, 
Birthday, Address, Phone 
number etc. These are called 
“privacy profile”.
PPNP treats privacy profile 
with variable granularity. A 
user can offer abstract profile 
to a service the user does 
not trust well, while concrete 
profile to close-to-home 
services.

Tamaru, Nakazawa, Takashio, Tokuda:

PPNP:A Privacy Profile Negotiation

Protocol for Services in Public Spaces

http://www.ht.sfc.keio.ac.jp/~hxt/

Ⅴ Ubiquitous Computing Systems 

to Protect Privacy
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Evaluation of PPNP

PPNP is remarkable system that consider granularity of 

privacy profile, but this system has some weak points. 

① Privacy profiles that have granularity are limited.

Attributes like name, type of blood, and sex don’t have

granularity.

② Some profiles have such as birthday, or address 

have granularity, but service provider cannot provide 

meaningful services only with abstract profile.

③ It isn’t examined enough how the user decide 

whether the service provider trustworthy or not.

④ PPNP supposes mainly advertisement services, 

however it doesn’t take tracking services into account

sufficiently. 
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2 Privacy Awareness System (pawS)

by Marc Langheinrich

Marc Langheinrich, Personal Privacy in Pervasive Computing, http://www.vs.inf.ethz.ch/publ/slides/pvc02-t1.pdf
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3  Privacy Right Aware System

Service Provider should notice (1) the purpose of data collection, (2) 
the name and the contact address of responsible person, and (3) their 
privacy policies on user’s mobile terminal such as mobile phone or 

PDA 

S

S

S
RFID

RFID

RFID

Video CameraVideo Camera

Sensor

Network

Sensor

Network

RFID

Reader/Writer

RFID

Reader/Writer

Purpose

Policies

Controller

Purpose

Policies

Controller

Accept/DeclineAccept/Decline

Sensor Network

UserUser

http://rfid.toppan-f.co.jp/

products/hi_icreader.html



21

Ⅵ Legislation in Japan

1  Personal Information Protection Act

This Act regulates only private entities 
handling personal information database.

→ In ubiquitous information Society, a person

who doesn’t have personal information 
database can create instantly information that

can specify individual.

→ Some legal correspondence will be 
necessary.

＊ Yasujiro Murakami, Legal Problems for the Ubiquitous Information Society,

SICE Annual Conference 2003, p.926
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２ Regulation for Surveillance Camera

Switzerland          “Publicity for Video Surveillance by

Private Person”

British Columbia   “Privacy Guidelines for Use of Video

(CANADA)       Surveillance Technology by Public Bodies”

England                “Data Protection Act 1998”

Suginami ward     “The Ordinance for Installation and Use

(JAPAN)                                             of Security Camera”

Now there is no Act which aims directly to regulate

surveillance camera in Japan. However in future ubiquitous

information society legal regulation will be necessary.

＊ Koji Ishimura, “The Legislation to Regulate Surveillance Camera in Europe

and America”, in: Privacy Rights Movement in the World and Surveillance Society,

pp. 237-262, Akashishoten, 2003
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3  Unauthorized Computer Access Act
Japanese current unauthorized computer access Act

・・ prohibits only unauthorized access (1) to 
computers connected to telecommunication lines (2) 
by using telecommunication lines (Article2,3)

→ In the ubiquitous information society, network only

in that place (ad hoc network) will be spread widely

→ Direct Access to Standalone Computer

4  Legislation about personal Authentication
In the ubiquitous it will be important that user is surely

authenticated anytime and anywhere

→ Legislation will be needed for using  biometrics

＊ See Takato Natsui, “Smart ID and Privacy in Japan, Baker & Mackenzie Conference; Speech”, pp. 1-15,

http://www.bakercyberlawcentre.org/2003/Privacy_Conf/papers/Day1/Natsui.pdf
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Ⅶ In Conclusion

To realize safe and reliable ubiquitous 

information society, we should know not only the 

technology but also law and ethics. 

Therefore it is important that the jurist and the 

engineer cooperate and discuss each other.

* This research is supported as a program for “Promotion of Leading

Researches” in Special Coordination Funds for Promoting Science

and Technology by Ministry of Education, Culture, Sports, Science,

and Technology.


